
Data Processing Agreement  

This Data Processing Agreement (“Agreement”) is formed between UAB Sender.net (‘Sender’) and 

CUSTOMER (hereinafter collectively referred to as “Parties” and individually “Party”) to reflect the 

Parties’ agreement with regard to the Processing of Personal Data, in accordance with the requirements 

of Data Protection Laws.  

The Agreement is effective on the date both Parties sign the Agreement.  

1. Definitions  

1.1. "Customer Data" means any Personal Data that Sender.net Processes on behalf of the Customer as a 

Data Processor in the course of providing its Services.  

1.2. "Data Controller" means an entity that determines the purposes and means of the Processing of 

Personal Data.  

1.3. "Data Processor" means an entity that Processes Personal Data on behalf of a Data Controller.  

1.4. "Data Protection Laws" means all data protection and privacy laws and regulations of the EU, EEA 

and their member states, Switzerland and the United Kingdom, applicable to the Processing of Personal 

Data.  

1.5. "Data Subject" means the identified or identifiable person to whom Personal Data 

relates.  

1.6. "EEA" means the European Economic Area, the United Kingdom, and Switzerland.  

1.7. “EU” means European Union.  

1.8. "GDPR" means the Regulation (EU) 2016/679 of the European Parliament and the Council of 27 April 

2016 on the protection of natural persons with regard to the Processing of Personal Data and on the free 

movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation).  

1.9. "Personal Data" means any information relating to an identified or identifiable natural person as 

defined in GDPR.  

1.10. The "EU-U.S. Data Privacy Framework" is a self-certification program operated by the U.S. 

Department of Commerce, facilitating the transfer of personal data from the European Union to the 

United States in accordance with EU data protection requirements. This framework was approved by the 

European Commission on July 10, 2023, and replaced the previous Privacy Shield Framework, which had 



been invalidated in 2020. The framework ensures that U.S. organizations adhere to privacy principles that 

align with the EU's General Data Protection Regulation (GDPR), maintaining high standards for the 

protection of personal data. 

1.11. "Processing" means any operation or set of operations which is performed upon Personal Data, 

whether or not by automatic means, such as collection, recording, organization, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, blocking, erasure or destruction. "Process", "Processes" and 

"Processed" shall be interpreted accordingly.  

1.12. "Services" means any product or service provided by Sender.net pursuant to Sender.net’s Terms of 

Service ("TOS").  

1.13. "Sub-processor" means any third-party Processor engaged by Sender.net.  

2. Applicability of this Agreement  

2.1. This Agreement applies to the extent that Sender.net processes Customer Data that originates from 

EU/EEA and/or that is otherwise subject to GDPR.  

2.2. In the course of providing the Services to Customer, Sender.net may Process Personal Data on behalf 

of Customer. Sender.net agrees to comply with the following provisions with respect to any Personal Data 

Processed for Customer in connection with the provision of the Services.  

3. Role of Parties  

The Parties agree that with regard to the Processing of Personal Data, Customer is the Data Controller 

and Sender.net is a Data Processor, acting on behalf of Customer, except for situations listed in clause 

6.7.  

4. Customer’s Processing of Personal Data  

4.1. The customer is responsible for the control of Personal Data complying with its obligations as a Data 

Controller under Data Protection Laws, in particular for justification of any transfer of Customer Data to 

Sender.net and for its decisions and actions regarding the Processing and use of Personal Data.  

4.2. Customer agrees that it has provided notice and received all consents and rights or relies on other 

lawful grounds necessary under the Data Protection Laws for Sender.net to Process Customer Data and 

provide the Services.  

5. Sender.net’s Processing of Customer Data  

5.1. In connection with Sender.net’s delivery of the Services to the Customer, Sender.net shall Process 

certain categories and types of the Customer Data, as described in clause 6 below, only for the purposes 

described in this Agreement and only in accordance with Customer’s documented lawful instructions, 



including with regard to transfers of Customer Data to a third country or an international organisation, 

unless required to do so by EU or Member State of the EU law to which Sender.net is subject. In such a 

case, Sender.net shall inform the Customer of that legal requirement before Processing, unless that law 

prohibits such information on important grounds of public interest. 

5.2. The Parties agree that this Agreement sets out the Customer’s complete and final instructions to 

Sender.net in relation to the Processing of Customer Data. The Processing outside the scope of these 

instructions shall require prior written agreement between Customer and Sender.net.  

6. Details of Data Processing  

6.1. Subject matter: The subject matter of the data Processing under this Agreement is the Customer 

Data.  

6.2. Duration of Processing: Sender.net will Process Customer Data for the duration of the Services, as 

described in the TOS.  

6.3. Nature of the Processing: Sender.net provides email marketing and automation software as a service 

and other related services, as described in the TOS.  

6.4. Purpose of the Processing: The purpose of the data Processing under this Agreement is the provision 

of the Services.  

6.5. Categories of Data subjects:  

“Users” - any individual accessing and/or using the Services through the  

Customer's account;  

“Subscribers” - any individual whose email address is included in the Customer's distribution list / 

whose information is stored on or collected via the Services / to whom Users send emails or 

otherwise engage or communicate with via the Services.  

6.6. Types of Customer Data:  

Users: identification and contact data (name, contact details, including email address, username); 

billing information (masked credit card details, account details, payment information); 

organization information (name, address, geographic location, VAT code), IT information (IP 

address, usage data, cookies data, online navigation data, location data, browser data, access 

device information);  

Subscribers: identification and contact data (name, contact details, including email address, and 

any other optional data fields submitted by Users), personal interests or preferences (including 

purchase history, marketing preferences); IT information (IP address, usage data, cookies data, 

online navigation data, location data, browser data, access device information).  

6.7. Customer acknowledges that Sender.net shall have a right to use and disclose data relating to the 



operation, support and/or use of the Services for its legitimate business purposes, such as billing, 

account management and technical support. To the extent any such data is considered Personal Data 

under Data Protection Laws, Sender.net is the Data Controller of such data and accordingly shall process 

such data in accordance with the Sender.net Privacy Policy and Data Protection Laws. 

6.8. Customer acknowledges that in connection with the performance of the Services, Sender.net 

employs the use of cookies, unique identifiers, web beacons and similar tracking technologies. Customer, 

with Sender.net support, shall maintain appropriate notice, consent, opt-in and opt-out mechanisms as 

are required by Data Protection Laws to enable Sender.net to deploy previously mentioned tracking 

technologies lawfully on and collect data from the devices of Subscribers.  

7. Confidentiality of Processing  

Sender.net ensures that persons authorised by Sender.net to Process the Customer Data have committed 

themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.  

8. Security of Processing  

8.1. Sender.net shall implement appropriate technical and organizational security measures to ensure a 

level of security appropriate to the risk and protect Customer Data from any unauthorized or unlawful 

breach of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorized 

disclosure of or access to Customer Data and to preserve the security and confidentiality of the Customer 

Data, in accordance with Sender.net’s Privacy Policy and Annex 2.  

8.2. The Parties shall take steps to ensure that any natural person acting under the authority of the 

Customer or Sender.net who has access to Personal Data does not Process them except on instructions 

from the Customer unless he or she is required to do so by EU or EU Member State law.  

8.3. The customer is responsible for reviewing the information made available by Sender.net relating to 

its data security and making an independent determination as to whether the Services meet Customer’s 

requirements and legal obligations under Data Protection Laws. Customer acknowledges that Sender.net 

may update or modify Sender.net’s security standards from time to time provided that such updates and 

modifications do not result in the degradation of the overall security of the Services purchased by the 

Customer.  

8.4. Customer agrees it is responsible for its secure use of the Services, including securing its account 

authentication credentials, protecting the security of Customer Data when in transit to and from the 

Services and taking any appropriate steps to securely encrypt or backup any Customer Data uploaded to 

the Services.  

9. Sub-Processing  

9.1. Customer agrees that Sender.net may engage Sub-Processors to Process Customer Data on 



Customer's behalf. The Sub-Processors currently engaged by Sender.net and authorized by Customer are 

listed in the Annex 1.  

9.2. Sender.net shall ensure that Sub-Processor will protect the Customer Data to the standard required 

by Data Protection Laws and remain responsible for its compliance with the obligations of this 

Agreement and for any acts or omissions of the Sub-Processor that cause Sender.net to breach any of its 

obligations under this Agreement.  

10. Changes to Sub-Processors  

10.1. Sender.net provides a list of the Sub-Processors in the annex 1. The list is updated prior to any 

changes in the Sub-Processors.  

10.2. Customer may object in writing to Sender.net’s addition of a SubProcessor, provided that such 

objection is based on reasonable grounds relating to Data Protection Laws. In such event, the Sender.net 

and Customer shall discuss such concerns in a good faith effort to achieve resolution. If the resolution is 

not possible, Customer may suspend or terminate the Agreement by providing written notice to 

Sender.net.  

11. Cooperation  

11.1. Sender.net’s Services provide Customer with controls that Customer may use to retrieve, correct, 

delete or restrict Customer Data, which Customer may use to assist it in connection with its obligations 

under Data Protection Laws, including responding to requests from data subjects or applicable data 

protection authorities. Requests from Data Subjects may include the Data Subject's right of access, right 

to rectification, restriction from Processing, erasure ("right to be forgotten"), data portability, and object 

to the Processing.  

11.2. To the extent that Customer is unable to independently access the relevant Customer Data within 

the Services, Sender.net will provide reasonable cooperation to help Customer respond to any requests 

from Data Subjects or applicable data protection authorities relating to the Processing of Personal Data 

under the Agreement. In the event any such request is made directly to Sender.net, Sender.net shall not 

respond to such communication directly without Customer's prior authorization unless legally compelled 

to do so. If Sender.net is required to respond to a request, Sender.net shall promptly notify Customer and 

provide it with a copy of the request unless legally prohibited from doing so.  

11.3. To the extent Sender.net is required under Data Protection Laws, Sender.net shall provide 

reasonably requested information regarding the Services to enable Customer to carry out data 

protection impact assessments or prior consultations with data protection authorities as required by 

Data Protection Laws.  

11.4. If a law enforcement agency sends Sender.net a demand for Customer Data (for example, through a 

subpoena or court order), Sender.net shall attempt to redirect the law enforcement agency to request 



that data directly from Customer. As part of this effort, Sender.net may provide Customer’s basic contact 

information to the law enforcement agency. If compelled to disclose Customer Data to a law enforcement 

agency, Sender.net shall give Customer reasonable notice of the demand to allow Customer to seek a 

protective order or other appropriate remedies unless Sender.net is legally prohibited from doing so. 

12. Security Reports and Audits  

12.1. Upon request, Sender.net shall supply, on a confidential basis, a copy of its audit reports to 

Customer in no longer than 30 business days, so that Customer can verify Sender.net's compliance with 

the audit standards and this Agreement.  

12.2. Sender.net shall also provide written responses, on a confidential basis, to all Customer’s 

reasonable requests for information to confirm Sender.net's compliance with this Agreement in no 

longer than 30 business days.  

12.3. Upon becoming aware of any unauthorized or unlawful breach of security, Sender.net shall notify 

Customer without undue delay and shall provide timely information as it becomes known or as is 

reasonably requested by Customer.  

13. Return or Deletion of Customer Data  

13.1 Upon termination or expiration of the TOS and/or Agreement, Sender.net shall, at Customer's 

request, delete or return to Customer all Customer Data in its possession or control. This requirement 

shall not apply to the extent Sender.net is required by applicable law to retain some or all of the 

Customer Data, or to Customer Data it has archived on backup systems, which Customer Data Sender.net 

shall securely isolate and protect from any further processing, except to the extent required by 

applicable law.  

13.2 The customer is responsible for any costs arising from the deletion of Customer Data after the 

termination or expiration of TOS. 

14. International Transfers  

14.1. Sender.net may transfer and process Customer Data anywhere in the world where Sender.net or its 

Sub-Processors maintain data Processing operations. Sender.net shall at all times provide an adequate 

level of protection (within the meaning of Data Protection Laws) for the Customer Data Processed, in 

accordance with the requirements of Data Protection Laws.  

14.2. Sub-Processors used by Sender.net to Process any Customer Data protected by Data Protection 

Laws and / or that originates from the EEA, in a country that has not been designated by the European 

Commission or Swiss Federal Data Protection Authority (as applicable) will provide an adequate level of 

protection for Personal Data. Sub-Processors based in the US will be certified with the EU-U.S. Data 

Privacy Framework to ensure compliance.  



15. Miscellaneous Provisions  

15.1. Parties agree that this Agreement replaces any existing agreements the Parties may have previously 

entered into in connection with the Services. If there is any conflict between this Agreement and the 

TOS, the relevant terms of this Agreement take precedence.  

15.2. Any claims brought under or in connection with this Agreement are subject to the terms and 

conditions, including but not limited to, the exclusions and limitations set forth in the TOS. 

15.3. No one other than a Party to this Agreement, its successors and permitted assignees shall have any 

right to enforce any of its terms.  

15.4. In no event shall any Party limit its liability with respect to any individual's data protection rights 

under this Agreement or otherwise. Customer further agrees that any regulatory penalties incurred by 

Sender.net in relation to the Customer Data that arise as a result of, or in connection with, Customer's 

failure to comply with its obligations under this Agreement or any applicable Data Protection Laws shall 

count toward and reduce Sender.net’s liability under the Agreement.  

15.5. This Agreement shall be governed by and construed in accordance with governing law and 

jurisdiction provisions in the TOS unless required otherwise by applicable Data Protection Laws.  

IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed by their authorized 

representative:  

Sender.net  

By: UAB “Sender.net”  

Name: Edgaras Vaitkevičius 

Title: Director and owner  

Date:  Aug 28, 2025

Customer  

By:  

Name  

Title:  

Date:  

 

Annex 1 - List of Sender.net Sub-Processors  

Sender.net uses several third-party Sub-Processors to assist it in providing the Services (as described in 

the Agreement).  

 



 

Entity Name Corporate Location Purpose 

ClickUp (Mango Technologies, 
Inc.) 

350 Tenth Ave 5th floor, San 
Diego, CA 92101, USA  

Project management tool 

Twilio Ireland Limited 3 Dublin Landings, North Wall 
Quay, Dublin 1, D01 C4E0, 
Ireland 

SMS delivery 

Telnyx Inc 311 W Superior St, Ste 504, 
Chicago, IL 60654, USA 

SMS delivery 

SIA “VERTEX LV” Mihoelsa street 66-10 
Daugavpils, LV-5401, Latvia 

SMS delivery 

Shopify Inc 151 O’Connor Street, Ground 
floor, Ottawa, ON K2P 2L8, 
Canada 

Ecommerce platform; Syncing 
information with connected 
stores 

Google Cloud EMEA Limited 70 Sir John Rogerson's Quay, 
Dublin 2, D02 R296, Ireland 

Cloud, identity, corporate email, 
office suite, and website traffic 
analysis provider  

HubSpot Inc  25 First Street, 2nd Floor 
Cambridge,MA 02141, USA  

Customer relationship 
management software 

FrontApp Inc 300 Montgomery Street, Floor 
5, San Francisco, California 
94104, United States 

Customer support chat and 
ticketing tool  

Braintree Payments 247 Tottenham Court Road 
Floor 1, London, W1T 7QX, UK 

Collecting payments 

Stripe Payments Europe Limited 1 Grand Canal Street Lower, 
Grand Canal Dock, Dublin, D02 
H210, Ireland  

Collecting payments 

Hyperswitch/Juspay #444, Stallion Business Centre, 
18th Main Road, 6th Block, 
Koramangala, Bengaluru, 
Karnataka 560095 

Collecting payments 
 

Amplitude Inc.  201 3rd Street, Suite 200. San 
Francisco, CA 94103, USA  

Tool to analyze how our users 
engage with our app 

Cloudflare, Inc.  101 Townsend St., San 
Francisco, California 94107, USA  
 
 

DDOS protection, Content 
Delivery, Network (CDN) and 
Web Application Firewall 
services provider. 

 
 


